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no controls IT In your organisation?
no decides on IT spend?

nat Is the buying cycle?

N0 uses consultants?

HY IS IT SO PROBLEMATIC?
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echnology Is relentless...there are some
asic laws and concepts....
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hrough Intel's relentless technology advances, Moo re's Law, the doubling of
ansistors every couple of years, has been maintai ned, and still holds true
pday. Intel expects that it will continue at least through the end of this decade.
he mission of Intel's technology development team IS to continue to break

own barriers to Moore's Law.
XAMPLES?



ding to Metcalf's law, as
mber of users doubled,
lue of the network
upled. This is an

ant contributing factor to
gnificance of "lock in." As
nterprise attains

ance in a market, the

of their user base tends
ke it difficult for another
Drise to match.
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any devices are there that can receive/ transmit an email?



puters translate information from
computer user into binary code in
rocess called digital encoding.

ters can be encoded by replacini ;
ery letter with its numerical positio / Ay |
26) in the alphabet, and then ﬂ? i}é \
verting these decimal numbers ir oA 710811 E\
ary equivalents. F <27 77 .? 11
ound can be encoded as a series //07 01

umbers that measure its pitch ar
me at each instant in time.

Image can be encoded as a D'\Q
juence of numbers that represent “
colour and brightness of each

tion of the picture.

2 computer is able to decode
rmation by converting the numbers
k into letters, sounds, or images.



Where connectivity has no boundaries

Connecting people to people, people to systems and business
to business, any time, any place, any device
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Wi atldoes this mean to the hospitality business?



hat are the top 3 IT priorities in your
DuUSINess?

— Why are they so important to you?



volution of ICTs
Digital environments

Ireless Ubiquity and location based
ervices
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hat iIncome groups are connected to the
igital world?

nat gender?

nat countries?

ny?

nat challenges does that present to the
ospitality world?




alna DuUsINess

ow many of you have purchased
omething on the Internet in the last 6
onths?

SsaF ow many times have you used the
slnternet as an information source, before
uying offline?



Customer expectations increase

- price transparency

- anytime, anyplace immediate contact
- personalisation of service
As demand increases

- globalisation of business

- consumer awareness and desire



Reduce costs/increase efficiency/profit
Improve communication with customers/improve relationships
Keep up with progress

Improve communication with staff

Keep up with competitors/competitive pressure

Increase speed of access to information

Improve communication with suppliers

Standardise/simplify processes

Customer demands

Increase customer base/market share in existing markets
Increase IT knowledge

Increase customer base/market share in new markets
Management/head office demands

Improve quality/accuracy of products/services

Integral to my type of business
Employee demands

Increase turnover

Supplier demands

Increase range of products/services
Integrate processes

Improve reliability

Reduce paper

Improve/shorten delivery time

Base: All businesses with access to the Internet, weighted by number of employees

~



Set-up cost
Running costs

Lack of time/resources
Lack of skills (staff)
Reluctance of staff
Lack of knowledge

Difficulty intergrating IT systems

Not relevant to business

Lack of technology

Lack of board interest

Difficulty of changing processes
No benefits

Lack of skills (supplier/customer)
Security/protection concerns
Poor reliability

Reluctance of suppliers

Insufficient Government guidance

Current bandwidth restrictions

Base: All businesses with access to the Internet, weighted by number of employees

Barriers to development of online technologies

: source: DTI



taff and Training
teroperabllity?
ystem security
Data and Legislation
ompliance with EU Directives



row your own IT
ILTON- Q)

lanage It as a strategic
Bsource

house capabilities for
ests and staff

rofessional training
allable (HFTP, CISCO
cademy etc)

nowledge Managemnet

Outsource?
Manage mulitple partners

Use consultants ( vested
Inetrest)

Service Level
agreements (SLA)

Lifespan and durability of
technology partners



000+ of pieces of IT hardware and
oftware

ultiple vendors

gacy systems

oal of a “Single data view”
TNG...moves afoot In Europe



hat Is privacy?

hat can we do to protect data and
rivacy?...the bigger pictures

hat are we legally charged to do?
hat Is specific to the hotel sector?



General belief: privacy Is a fundamental
human right that has become one of the
most important rights of the modern age

Even a virtual onel
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Must consider the appropriate security @
& privacy measures for each entity
with whom you interact @ e; %
y at all levels \J \/

Trust The long-term stability

Security

P and growth is directly
Strategy - influenced by security
Security Security ” * } and resilience focus
People ~across_critical areas of

Business .-f"fll Security e the operations
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Security T — IT related layers is sub-
Applications & Data ~ optimal and does not
Security o ==gB O address the complete

— Technology o 'Sécurity needs

Security == rfm

Facilities
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* 49% are inside employees or
contractors on the internal network

* 17% come from remote access (still
Inside people)
* 34% are from Internet or an external

connection to another company of
some sort

« The major area of financial loss in
hacking is internal: more money is lost
via internal hacking and exploitation
(by a factor of 30 or more)

« Most of the hacking that is done is from
technical personnel in technical
positions within the company



Private Network (

Internet
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M Anti-Virus, Intrusion Detection



What we can do...

Firewalls

Anti virus software-
McAfee

E-Mall filtering
Services
Passwords
Encryption

Spybot software etc
Problems....



The Legislation




International Privacy Laws

Two types of privacy laws have been
established by various countries to
protect privacy:

Comprehensive and Sectoral Specific



International Privacy Laws
(Comprehensive Laws)

e Definition: general laws that govern the
collection, use and dissemination of
personal information by public and private
sectors.

 Examples: European Union, Australia,
Canada and the UK.



International Privacy Laws
(Comprehensive Laws)

 Examples:
1. European Union requires all member

countries to have an independent
enforcement body

2. UK has an official to enforce the
jurisdiction of the Freedom of Information

Act



International Privacy Laws
(Sectoral Laws)

Idea Is to avoid general laws and, Iinstead, focus
on specific sectors

Advantage: enforcement is achieved through a
range of mechanisms

Disadvantage: new legislation has to be
Introduced with each new technology.

Used by the United States



Sectoral Laws
United States

Criminalizes the misuse, purchase, sale or
disclosure of an individual’'s social security
number without individuals permission

Example : Indentity Theft Bill 2004

Increases prison sentence for stolen credit
card and personal detalls and for “terrorist
offences”



Comprehensive Laws
European Union

 European Union Council adopted the new
Privacy Electronic Communications
Directive

* Prohibits secondary uses of data without
Informed consent

* No transfer of data to non EU countries
unless there is adequate privacy
protection



Comprehensive Laws
United Kingdom

1. No written constitution, but In 1998 approved the
Human Rights Act which incorporates the
European Convention on Human Rights into

domestic law.

2. Data Protection Act of 1998

3. In addition to the Data Protection Act, the UK
nas also adopted the OECD guidelines on the
Protection of Privacy and Transborder Flows of

Personal Data.




Conflict

European Union v. The United States

e 1998: US lobbied the European Union and its
member countries to convince them that the US

system Is adequate

* Result was the negotiation of the “Safe Harbor
Agreement’:

US companies would voluntarily self-certify to
adhere to a set of privacy principles worked out by
US Department of Commerce and Internal Market
Directorate of the European Commission



Conflict

European Union v. The United States
 Negotiations lasted 2 years and despite doubts
the agreement was passed by the Commission
on July 26, 2000

 The agreement (criticized by both US and
Europe privacy advocates and consumer
groups) rests on a self-regulatory system in
which companies merely promise not to violate
their declared privacy practices

 Little enforcement: agreement being re-
evaluated this year



Conflict

European Union v. The United States

 Maln Issue: European commission has
doubts to the sectoral/self-regulatory
approach to privacy protection the US has
adopted.



A Common Approach
Privacy Impact Assessments

e An evaluation conducted to assess how the
adoption of new information policies, the
procurement of new computer systems, or the
Initiation of new data collection programs will
affect individual privacy.

 The premise being that considering privacy
Issues at the early stages of a project cycle will
reduce potential adverse impacts on privacy
after it has been implemented.



A Common Appr

oach

Privacy Impact Assessments

 Requirements:
1. PIA process should be Inc

ependent

2. PIA performed by an independent entity

(office and/or commissioner)
the project under review.

not linked to

3. Participating countries: European

Union, Canada, US, etc.



A Common Approach
PIA — European Union

« All European Union members have
Implemented PIAs

o Under the European Union Data
Protection Directive, all EU member must

have an independent privacy enforcement
body



In action?

Individual Hotels
Distributors

ACCOR

as a « data controller » hotels must
register and specify the data being
collected
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for Hotels (in principle data on
religious, political, TU, sexual
@reference cannot be processed)

olitical or trade union interest or affiliation
— Conference attendee

— Newspaper preference

— Name of company or position title

Health

— Handicapped / allergy / refrigerator request
— Spa resorts (particularly billing)

Racial / ethnic

— As for political / trade union above

— Geographic coding

Sexual preference

— Same as for political / trade union above
— Bed reauests / number in partv



Suggestions?



Conclusions

o Still work to be done to ensure the security
of personal information for all individuals In
all hospitality settings

 Critical that privacy protection be viewed In

a global perspective, rather than in a
ourely national one, to better handle
orivacy violations that cross national
porders.




